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The rapid growth of global trade has increased the need to modernize
customs operations, especially in Indonesia, where traditional methods
struggle with fraud and inefficiency. This study explores the
integration of disruptive technologies, specifically Artificial
Intelligence (AI) and blockchain, to enhance risk management and
operational efficiency in Indonesian customs. Using a qualitative
methodology, including literature reviews, case studies, and interviews
with customs officials, the research highlights AI's ability to automate
risk assessments and fraud detection, while blockchain ensures secure,
transparent transaction records. Despite the significant benefits,
challenges such as personnel resistance, outdated infrastructure, and
requlatory uncertainties hinder implementation. The study emphasizes
the need for comprehensive training for customs officers and
collaboration with Cross-Border Regulatory Agencies (CBRAs) to overcome
these obstacles. Case studies from Singapore and the UAE provide
valuable 1insights into best practices for integrating these
technologies. TWith strategic investment and strong stakeholder
commitment, Indonesia can modernize its customs systems, improve
efficiency, and strengthen national security. The study concludes with
recommendations for creating a comprehensive integration roadmap,
developing skills initiatives, and strengthening requlatory frameworks
to support the successful adoption of AI and blockchain in Indonesian
customs.

(© 2024 The Authors. Published by Global Society Publishing under the terms of the Creative

Commons  Attribution License http://creativecommons.org/licenses/by/4.0/, which ~ permits
unrestricted use, provided the original author and source are credited.


http://creativecommons.org/licenses/by/4.0/

In recent decades, the rapid expansion of global trade
has posed both opportunities and challenges for customs
operations worldwide. While technological advancements
have facilitated trade, they have also introduced
complexities that demand a balance between promoting
legitimate trade and ensuring border security. Customs
agencies play a crucial role in safeguarding national
security, economic stability, and public health, making
efficient and effective operations vital (World Customs
Organization, 2020).

Indonesia, like many other countries, has recognized the
critical role of customs in trade regulation and has
made significant strides 1in modernizing 1its customs
operations. The adoption of advanced technologies, such
as X-ray scanners, electronic data interchange (EDI),
and risk management systems, has improved the accuracy
and efficiency of customs processes at various ports.
However, challenges remain, particularly at large-scale
entry points such as Soekarno-Hatta International
Airport, where the limitation of human resources and
technological integration has led to inefficiencies in
screening hand-carry luggage and performing random
checks. These challenges have highlighted the need for
disruptive technologies 1like Artificial 1Intelligence
(AT) and blockchain to enhance risk management and fraud
detection capabilities within Indonesian customs
(Ministry of Finance Republic of Indonesia, 2019).

Despite advancements, the complexity of trade operations
and the cunning methods used by gray market operators
have exposed the limitations of traditional customs
technologies. The persistent issue of fraud not only
compromises the effectiveness of customs operations but
also erodes public trust in the system. This ongoing
problem underscores the need for disruptive
technologies, such as AI and blockchain, which hold the
potential to revolutionize customs operations Dby
enhancing their ability to detect and prevent fraudulent
activities (OECD, 2018).
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ATl has emerged as a powerful tool in the automation of
customs operations, particularly in the areas of risk
assessment and fraud detection. Machine learning
algorithms can analyze vast amounts of data to identify
patterns and anomalies that may indicate fraudulent
activity. Profiling of passengers at Soekarno-Hatta
Airport already occurs, but the process is still labor-
intensive and limited 1in scope due to a lack of
resources. AI could automate this process, allowing
customs officials to make quick, informed decisions
based on real-time risk assessments, improving the
overall efficiency of inspections (Wang & Xu, 2020). For
example, AI can predict which shipments are more likely
to Dbe high-risk, allowing for more targeted and
effective inspections (US Customs and Border Protection,
2021) . Countries like the United States and China have
already begun leveraging AI to strengthen their customs
surveillance and fraud prevention efforts, setting a
precedent for other nations to follow.

Blockchain technology, with 1its inherent transparency
and security features, also offers significant benefits
for customs operations. By creating an immutable ledger
of transactions, blockchain ensures that all records are
secure and tamper-proof, which is crucial for
maintaining the integrity of customs  processes.
Narasumber B highlighted the potential for blockchain to
secure transaction data between customs authorities,
airlines, and shipping companies, which could increase
trust among stakeholders. This technology enables the
secure exchange of information, creating a verifiable
audit trail of goods and improving the efficiency of
customs operations (Abeyratne & Monfared, 20106) .
Blockchain’s transparency could be particularly
effective 1in addressing concerns about fraud and
tampering in the documentation process, ensuring that
all parties involved have access to accurate and
trustworthy data.

The implementation of these disruptive technologies,
however, requires a collaborative approach, particularly
with Cross-Border Regulatory Agencies (CBRAs). The

284



importance of coordination between customs and other
stakeholders, such as the immigration and health
departments, to streamline processes and avoid
duplication of efforts. By working closely with CBRAs,
customs authorities can adopt a more holistic approach
to risk management, improving overall efficiency. Such
collaboration <can lead to standardized procedures,
shared databases, and coordinated inspections, all of
which contribute to a more seamless and effective
customs process (WCO, 2020).

Indonesia has already begun to enhance its collaboration
with neighboring CBRAs and international ©partners
through initiatives like the ASEAN Single Window (ASW)
and the World Customs Organization's SAFE Framework of
Standards. These programs aim to streamline customs
processes and facilitate <cooperation among member
countries. They also provide a strong foundation for
integrating advanced technologies like AI and blockchain
into customs operations. However, to fully realize the
potential of these technologies, further collaboration
and coordination among stakeholders are necessary (ASEAN
Secretariat, 2019).

Despite the potential Dbenefits, the adoption of
disruptive technologies 1in customs 1is not without
challenges. The lack of skilled personnel and the need
for substantial investment in infrastructure to support
AT and blockchain systems. Additionally, issues such as
data protection, cybersecurity, and the significant
investment required for infrastructure and training pose
considerable obstacles. Furthermore, the successful
deployment of these technologies requires a cultural
shift within customs agencies and the development of new
skills among customs officials. Policymakers must work
closely with regulators and technology providers to
create a conducive environment for the adoption of these
technologies, ensuring that they are 1implemented
effectively and sustainably (World Bank, 2019).

In the long term, the integration of AI and blockchain
into customs operations holds the promise of
significantly improving the efficiency and security of
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customs processes. However, achieving this requires the
active engagement of all relevant stakeholders,
including CBRAs, policymakers, and the private sector.
With the right strategies 1in place, Indonesia can
leverage these disruptive technologies to build a
seamless and secure future for its customs operations,
one that supports national priorities while facilitating
the flow of legitimate trade (Gonzalez et al, 2023).

Given the current challenges and opportunities, this
research seeks to explore how the integration of AI and
blockchain technologies can enhance risk management and
operational efficiency in Indonesian airport customs,
particularly at Soekarno-Hatta International Airport,
while addressing the challenges associated with their
implementation. The study will investigate the potential
of these technologies to not only improve the accuracy
and effectiveness of customs operations but also to
foster greater collaboration among key stakeholders,
thereby contributing to a more secure and efficient
trade environment in Indonesia.

This research employs a qualitative methodology,
focusing on literature reviews, case studies, regulation
studies, and interviews with customs officials to explore
the integration of disruptive technologies—specifically
AT and blockchain—into customs operations. The
qualitative approach is chosen for its ability to provide
an in-depth exploration of complex processes, allowing
for a detailed understanding of how these technologies
affect risk management and fraud prevention in customs.
The literature review serves as the foundation,
synthesizing existing academic work and identifying
research gaps to inform the study. It also examines
global and Indonesian customs challenges related to
technology adoption, guiding the selection of case
studies and regulation studies.

Interviews with customs officials at Soekarno-Hatta
International Airport offer primary data, providing
insights into current challenges and opportunities
regarding AI and blockchain implementation in Indonesian
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customs. These interviews highlight issues such as
resource allocation, technology integration, and risk
management, particularly 1in passenger screening and
collaboration with Cross-Border Regulatory Agencies
(CBRAs) . Case studies of AI and blockchain use in the
United States Customs and Border Protection (CBP) and
the European Union’s customs operations provide
empirical evidence, helping to identify best practices
and potential pitfalls in adopting these technologies.

The regulation studies analyze the legal and regulatory
frameworks governing customs operations and the use of
disruptive technologies, focusing on Indonesian Customs
Law and international agreements such as the World
Customs Organization (WCO) frameworks. This analysis
identifies regulatory barriers, such as data privacy
concerns, that may hinder the adoption of AI and
blockchain. Through thematic analysis, key themes such
as the effectiveness of current technologies,
operational challenges, and regulatory impacts are
identified and analyzed to draw meaningful conclusions
and recommendations for Indonesian customs authorities.

Despite its strengths, the study acknowledges
limitations, including the reliance on document
analysis, which may not capture informal practices, and
a relatively small number of interview participants,
limiting the generalizability of the findings. However,
the combination of methods provides a comprehensive
framework for understanding technology adoption in
customs and offers opportunities for improvement.

Challenges in Implementing Disruptive Technologies

The implementation of AI and blockchain in Indonesian customs
faces significant challenges, as evidenced by the interviews with
Narasumber A, B, and C. A primary challenge is the resistance to
change among customs personnel. Many officers are accustomed to
traditional methods and may view these new technologies as a
threat to their jobs. Narasumber A noted that the lack of adequate
training has led to a reluctance in adopting AI-driven processes.
This resistance 1s compounded by technical difficulties,
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particularly in integrating AI and blockchain with existing, often
outdated, infrastructure. For example, the lack of X-ray scanners
for hand-carry luggage at Soekarno-Hatta International Airport
creates significant operational bottlenecks (Narasumber B).

Furthermore, Narasumber C highlighted that the current legal and
requlatory frameworks in Indonesia are not adequately prepared to
accommodate these disruptive technologies. The lack of clear
requlations regarding data privacy, ownership, and the use of AI
in decision-making creates uncertainty, hindering the widespread
adoption of these technologies. Additionally, the lack of
interoperability between customs systems and those used by other
cross-border regulatory agencies (CBRAs) further complicates
implementation, leading to inefficiencies in data sharing and
coordination efforts.

The skills gap among customs personnel is another critical issue.
Many officers lack the necessary training to operate AI and
blockchain systems effectively. Addressing this gap through
comprehensive training programs is essential to fully leverage
these technologies, as highlighted by Narasumber A during
discussions on operational improvements.

Potential Benefits of Disruptive Technologies

Despite the challenges, the potential benefits of implementing
disruptive technologies in customs are substantial. AI has the
capability to transform customs operations by managing and
supervising tasks that were traditionally handled by human
officers. For instance, AI can analyze vast amounts of data much
faster and more accurately than a human could, allowing for more
efficient risk assessment and fraud detection. This was reinforced
by Narasumber B, who emphasized the potential of AI in reducing
manual processes and eliminating human error in profiling
passengers and screening shipments.

AT also has the advantage of being free from human biases and
emotional influences, which can sometimes affect decision-making
in customs operations. By relying on data-driven insights, AI can
make more objective decisions, reducing the fear of threats or
intimidation that human officers might face. This level of
objectivity is crucial in ensuring that customs operations are
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fair, transparent, and resistant to corruption.

Blockchain technology offers equally compelling benefits by
providing a secure and tamper-proof record of all transactions.
Narasumber C highlighted how this transparency helps in building
trust among stakeholders and can significantly reduce instances
of fraud and corruption within customs processes. By ensuring that
every transaction 1is recorded and cannot be altered, blockchain
creates a reliable audit trail that can be used to verify the
integrity of customs operations. Additionally, blockchain can
streamline processes by automating documentation and clearance
procedures, reducing delays, and lowering operational costs.

Functional Applications at Soekarno-Hatta International Airport

Functional applications of AI and blockchain at Soekarno-Hatta
International Airport were a key focus during interviews with
Narasumber A, B, and C. AI can be deployed to manage and supervise
customs inspections, especially in high-volume areas such as the
processing of imported goods. By analyzing data from previous
shipments and identifying patterns, AI can prioritize inspections
on high-risk shipments, while allowing low-risk goods to pass
through more quickly. This would enhance both efficiency and
accuracy of customs operations.

Additionally, blockchain technology could be used to streamline
the documentation process, reducing the time and resources needed
to verify and clear shipments. Narasumber C emphasized the
potential for blockchain to create secure, immutable records of
transactions, which would minimize fraud and speed up customs
clearance procedures. Integrating AI and blockchain with existing
systems would create a more cohesive and efficient customs
operation at Soekarno-Hatta.

Comparative Case Studies in Customs

The experiences of Singapore and the United Arab Emirates provide
valuable insights into how AI and blockchain can transform customs
operations. In Singapore, the use of AI has allowed customs to
take a more proactive approach to risk management, identifying
threats before they materialize. Similarly, in the UAE, blockchain
has been critical in creating secure and transparent customs
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environments, reducing fraud and corruption.

Both countries have successfully integrated these technologies to
enhance risk management, reduce fraud, and improve operational
efficiency. These case studies show that Indonesia, with the right
strategies, could adapt these approaches to 1its customs
operations, particularly at Soekarno-Hatta, where the current
challenges 1in managing the gray market and fraud detection
persist. Narasumber B noted that lessons from these countries
should be carefully considered when designing Indonesia's AI and
blockchain implementation roadmap.

Collaboration with Cross-Border Reqgulatory Agencies (CBRAs)

Collaboration with CBRAs 1is essential for the successful
implementation of AI and blockchain in customs. Without seamless
data sharing and interoperability between customs and other
requlatory agencies, the full potential of these technologies
cannot be realized. Narasumber A highlighted the importance of
aligning customs systems with those used by immigration, health,
and safety agencies to ensure a unified approach to risk
management.

In countries like Singapore, close collaboration between customs
authorities and CBRAs has been crucial for their success in
adopting disruptive technologies. For Indonesia, strengthening
these partnerships and ensuring interoperability between systems
will be vital for achieving customs modernization.

Addressing the Challenges of Implementation

While the benefits of AI and blockchain are clear, Narasumber C
emphasized the need to address the many challenges to successful
implementation. The most pressing challenge is the skills gap
within customs. Many officers lack the necessary training to
operate AI and blockchain systems, and Narasumber A suggested that
comprehensive training programs will be essential. Furthermore,
there is a need to upgrade existing customs infrastructure to
support these new technologies.

Narasumber B pointed out that without regulatory reforms, AI and
blockchain adoption could be hindered. Issues such as data
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ownership, privacy, and the role of AI in decision-making need to
be clarified through legislative updates. These obstacles must be
addressed systematically to ensure a smooth transition to more
advanced customs operations.

The Role of AI in Filling Operational Gaps

ATl can play a critical role in addressing operational gaps
currently managed by human officers. While Narasumber A emphasized
the value of human expertise and intuition, AI offers a level of
precision and objectivity that complements human judgment. For
example, AI can manage repetitive tasks such as data analysis and
pattern recognition, allowing human officers to focus on more
complex decisions.

This collaboration between AI and humans can lead to more accurate
and timely decisions, ultimately improving the overall efficiency
of customs operations. Additionally, AI's objective decision-
making can reduce the risks of bias and corruption 1in customs
operations, ensuring a fairer and more transparent process.

Enhancing Risk Management through AI and Blockchain

Risk management is a crucial aspect of customs operations, and
Narasumber B highlighted how AI and blockchain can significantly
enhance this function. AI's ability to analyze vast amounts of
data in real-time allows for more accurate risk assessments,
enabling customs to identify and address potential threats before
they materialize. This proactive approach to risk management would
reduce the likelihood of security breaches and improve overall
operational efficiency.

Blockchain, on the other hand, provides a secure and transparent
record of all transactions. By creating an immutable ledger of
customs activities, blockchain ensures that all actions are
recorded and can be audited, which 1is essential for fraud
prevention. Together, AI and blockchain offer a powerful
combination for enhancing risk management within Indonesian
customs operations.

Future Prospects for Disruptive Technologies in Indonesian Customs

The future prospects for AI and blockchain in Indonesian customs
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are promising, as noted by Narasumber A, B, and C. With ongoing
investment in infrastructure and training programs, Indonesia is
well-positioned to leverage these technologies to transform its
customs operations. By integrating AI and blockchain into its
customs  procedures, Indonesia can significantly improve
efficiency, reduce corruption, and strengthen national security.

However, the success of these technologies will require commitment
from Dboth government and ©private sector stakeholders.
Collaboration with CBRAs and technology providers will be critical
for overcoming the challenges of implementation. With the right
strategies, Indonesia can become a regional leader in modern
customs operations.

The implementation of disruptive technologies such as AI
and blockchain within Indonesian customs highlights both
the significant potential and the challenges faced in
modernizing customs operations. AI offers the ability to

transform risk management, fraud detection, and
operational efficiency by providing data-driven
insights, reducing human error, and increasing

transparency. Blockchain, with its immutable and secure
record-keeping, further complements these improvements
by ensuring the integrity of transactions and reducing
opportunities for corruption.

Based on interviews with Narasumber A, B, and C, AI has
been identified as a <critical tool for profiling
passengers and analyzing shipment data at Soekarno-Hatta
International Airport. It helps automate decision-making
processes and prioritize high-risk inspections, reducing
the workload on human officers. Narasumber A emphasized
that AI could be a supporting solution for minimizing
issues related to fraud and improving customs
efficiency.

However, the adoption of these technologies 1is not
without its challenges. Resistance to change among
customs personnel, technical difficulties in integrating
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new technologies with existing systems, and the lack of
a clear regulatory framework all pose significant
obstacles. Interviews with Narasumber B and C also
identified a critical skills gap among customs officers,
which must be addressed through comprehensive training
programs to fully leverage the benefits of AI and
blockchain. Additionally, the lack of interoperability
between customs systems and those used by other Cross
Border Regulatory Agencies (CBRAs) complicates the
implementation process and reduces operational
efficiency.

Despite these challenges, lessons from other countries
such as Singapore and the UAE demonstrate that with the
right approach, the integration of AI and blockchain in
customs can lead to substantial improvements in
efficiency, security, and transparency. These examples
provide valuable lessons for Indonesia as it seeks to
modernize its customs operations and position itself as
a regional leader in trade facilitation.
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